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************************** Start of Change 1 **************************
[bookmark: _Toc22544382][bookmark: _Toc22544813][bookmark: _Toc26877453][bookmark: _Toc58340548]4.2.2.1	Authentication and key agreement procedure
[bookmark: _Toc22544383][bookmark: _Toc22544814][bookmark: _Toc26877454][bookmark: _Toc58340549]4.2.2.1.1	Synchronization failure handling
Requirement Name: Synchronization failure handling
Requirement Reference: TS 33.501 [2], clause 6.1.3.3.2 
Requirement Description: "Upon receiving an authentication failure message with synchronisation failure (AUTS) from the UE, the SEAF sends an Nausf_UEAuthentication_Authenticate Request message with a "synchronisation failure indication" to the AUSF. 
An SEAF will not react to unsolicited "synchronisation failure indication" messages from the UE.
The SEAF does not send new authentication requests to the UE before having received the response to its Nausf_UEAuthentication_Authenticate Request message with a "synchronisation failure indication" from the AUSF (or before it is timed out)." 
as specified in TS 33.501[2], clause 6.1.3.3.2.
Threat References: TR 33.926 [6], clause K.2.2.1, Resynchronization
Test Case: 
Test Name: TC_SYNC_FAIL_SEAF_AMF
Purpose:
Verify that synchronization failure is correctly handled by the SEAF/AMF. 
Pre-Conditions:
-	Test environment with UE and AUSF. The UE and the AUSF may be simulated. 
-	AMF network product is connected in emulated/real network environment.
Execution Steps
Test A:
1)	The UE sends an authentication failure message to the SEAF/AMF with synchronisation failure (AUTS).
2)	The SEAF/AMF sends a Nausf_UEAuthentication_Authenticate Request message with a "synchronisation failure indication" to the AUSF.
3)	The AUSF sends a Nausf_UEAuthentication_Authenticate Response message to the SEAF/AMF immediately after receiving the request from the SEAF/AMF, to make sure the SEAF/AMF will receive the response before timeout.
Test B:
1)	The UE sends an authentication failure message to the SEAF/AMF with synchronisation failure (AUTS).
2)	The SEAF/AMF sends a Nausf_UEAuthentication_Authenticate Request message with a "synchronisation failure indication" to the AUSF.
3) The AUSF does not send a Nausf_UEAuthentication_Authenticate Response message to the SEAF/AMF before timeout.
Expected Results:
Before receiving Nausf_UEAuthentication_Authenticate Response message from the AUSF and before the timer for receiving Nausf_UEAuthentication_Authenticate Response message runs out, 
For Test B, the SEAF/AMF does not send any new authentication request to the UE.
For Test A, the SEAF/AMF may initiate new authentication towards the UE.
Expected format of evidence:
Evidence suitable for the interface, e.g., Screenshot containing the operational results.

************************** End of Change 1 **************************

************************** Start of Change 2 **************************
[bookmark: _Toc22544386][bookmark: _Toc22544817][bookmark: _Toc26877457][bookmark: _Toc58340552]4.2.2.3	Security mode command procedure
[bookmark: _Toc22544387][bookmark: _Toc22544818][bookmark: _Toc26877458][bookmark: _Toc58340553]4.2.2.3.1	Replay protection of NAS signalling messages
Requirement Name: Replay protection of NAS signalling messages
Requirement Reference: TS 33.501 [2], clause 5.5.1.
Requirement Description: "AMF shall support replay protection of NAS signalling messages between UE and AMF on N1 interface." as specified in TS 33.501 [2], clause 5.5.1. 
Threat References: TR 33.926 [6], clause K.2.3.1, Bidding Down
Test case:
Test Name: TC_NAS_REPLAY_AMF
Purpose: 
Verify that the NAS signalling messages are replay protected by AMF over N1 interface between UE and AMF.
Procedure and execution steps:
Pre-Condition: 
-	AMF network product is connected in emulated/real network environment.
-	Tester shall have access to the NAS signalling packets sent between UE and AMF over N1 interface.
-	Tester shall ensure that integrity protection algorithm other than NIA0 is used.
Execution Steps: 
1.	The tester shall capture the NAS SMC procedure taking place between UE and AMF over N1 interface using any network analyser.
2.	The tester shall filter the NAS Security Mode Complete message by using a filter.
3.	The tester shall check for the NAS SQN of filtered NAS Security Mode Complete  message and using any packet crafting tool the tester shall create a NAS Security Mode Complete message containing same NAS SQN of the filtered NAS Security Mode Complete message or the tester shall replay the captured NAS signalling packets.
4.	Tester shall check whether the replayed NAS signalling packets were processed by the AMF by capturing over N1interface to see if any corresponding response message is received from the AMF. 
5.	Tester shall confirm that AMF provides replay protection by dropping/ignoring the replayed packet if no corresponding response is sent by the AMF to the replayed packet.
6.	Tester shall verify from the result that if the crafted NAS Security Mode Complete message or replayed NAS signalling messages are not processed by the AMF wthen the N1 interface is replay protected
Expected Results:
The NAS signalling messages sent between UE and AMF over N1 interface are replay protected.
Expected format of evidence:
Evidence suitable for the interface, e.g., Screenshot containing the operational results.

[bookmark: _Toc22544388][bookmark: _Toc22544819][bookmark: _Toc26877459][bookmark: _Toc58340554]4.2.2.3.2 	NAS NULL integrity protection
Requirement Name: NAS NULL integrity protection
Requirement Reference: TS 33.501 [2], clause 5.5.2 
Requirement Description: "NIA0 shall be disabled in AMF in the deployments where support of unauthenticated emergency session is not a regulatory requirement." as specified in TS 33.501 [2], clause 5.5.2
Threat References: TR 33.926 [6], clause K.2.3.3, NAS NULL integrity protection
Test Case: 
Test Name: TC_NAS_NULL_INT_AMF
Purpose:
Verify that NAS NULL integrity protection algorithm is used correctly.
Pre-Conditions:
Test environment with a UE. The UE may be simulated. 
The UE was successfully authenticated.
The vendor shall provide documentation describing how NIA0 is disabled and enabled in the AMF.
Execution Steps
1.	The AMF derives the KAMF and NAS signalling keys after successful authentication of the UE.
2.	The AMF sends the NAS Security Mode Command message to the UE containing the selected NAS algorithms.
Expected Results:
The integrity algorithm selected by the AMF in NAS SMC message is different from NIA0.
The NAS Security Mode Command message is integrity protected by the AMF.
Expected format of evidence:
Evidence suitable for the interface, e.g., Screenshot containing the operational results.

************************** End of Change 2 **************************

